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1. Purpose of this Annual Plan Report

1.1  This report provides an overview of Internal Audit’s approach to planning audit work during 2024/25 and going forward and provides a draft work plan for
quarter 1 of 2024/25. lIts purpose is to:

» Provide the Audit Committee with the draft planned Audit coverage for quarter 1 of 2024/25

= Provide details of the methodology used to formulate the plan

= Draw attention to key features of the proposed plan for quarter 1

= Detail how plans for the remainder of 2024/25 will be drawn up and approved with management and the Audit Committee
» Provide details on the plan monitoring process, together with the follow-up and escalation process.

Quarterly Pla 0 and FQ ation of the 2024 V1 Audit Pla
2.1  Local Government sector challenges and significant levels of organisational change are Figure 1: Key Areas of the Control Environment
creating uncertainty, complexity and increasing risk. Internal Audit approaches need to Risk
anticipate new risks and ensure greater flexibility to assure and advise management to help REnSEE
them manage change effectively. As agreed with the Corporate Leadership Board and g;’:;?fnil
Audit Committee, Internal Audit has moved to quarterly planning to ensure plans are flexible
and adaptive to new and emerging risks. The aims of audit planning activity remain the Counter Fraud

same, that is to:

e Ensure a programme of work is designed for completion that will enable provision of an
evidence-based annual audit opinion to senior management and the audit committee
on the effectiveness of risk management, governance and control environment
arrangements during the financial year. The opinion is designed to cover all aspects of R::::r:::f
the control framework as demonstrated in figure 1. It also supports and informs the
Annual Goverhance Statement (AGS) each year.

Financial
Control/

VEM

e  Support management across the Council to meet high standards of service delivery,
conduct and governance by examining, evaluating and reporting on the risk

Commissioning
Procurement

. . . : . oy Asset
management, governance and internal control environment in areas it has identified Management Partnerships

support would be beneficial. /
e Ensure the Internal Audit Service is able to deliver other elements of work carried out on
behalf of the Council which also support the year-end opinion.

2.2 This planning process reflects the requirements of the Public Sector Internal Audit Standards(PSIAS) and supporting Local Government Application Note
produced by the Chartered Institute of Public Finance and Accountancy (CIPFA) and Chartered Institute of Internal Auditors (CIIA)
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2.3 The level of Internal Audit resources required to review all Council activities far exceeds those available each year. It is therefore important to ensure work
is planned and prioritised so that the maximum benefit is achieved and that the Service completes work which is risk based and adding value.

2.4 In developing the plan, a desk top review has been undertaken of the potential risk areas for review including consideration of:

Corporate Strategy and Priorities

Corporate, Directorate and Service Risk Registers

Service Plans for 2024/25

The Council’s budget.

The Council’s transformation agenda

Key financial systems

Outcomes from previous internal audit, external audit and any inspection activities
IT risk assessment

Areas of the business identified as requiring improvement or assurance support.
Audit work required to inform the annual opinion.

External Resources:

Grant Thorntons national report ‘Preventing Failure in Local Government.’

Best Value Standards and Intervention (draft). This guidance is currently under consultation but provides draft statutory guidance and a sound source
of reference for future expectations relating to demonstrating and delivering best value underpinned by good governance, service delivery and sound
financial management.

The Global Risks Report 2024 published by the World Economic Forum.

Risk in Focus 2024: Hot topics for internal auditors published by a consortium of institutes of internal auditors that includes the Chartered Institute of
Internal Auditors (UK & Ireland).

Internal Audit Strategic Partner views providing cross sector insight.

2.5 Additionally, extensive consultation has been undertaken with officers to confirm our assessment of the risks, determine areas of audit input that can add
value to managers and to ensure a clear understanding of how Internal Audit work fits with other known sources of assurance:

The Corporate Leadership Board
Executive Directorate Management Teams
Service Directors

S.151 Officer

Monitoring Officer

Information Governance Board

Corporate Support Colleagues

The External Auditor

2.6 Having captured areas for review, priorities have been determined for audit activity in quarter 1. Priority has been given to those activities which are:
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Statutorily required

Time barred to quarter 1

Residual activity from 2023/24 that requires finalising

Considered to be high risk areas based on materiality, impact on corporate priorities, levels of change in the area and internal audit knowledge of
controls, risk and governance arrangements

¢ Identified by management as benefiting from Internal Audit review.

2.7 Internal Audit also has responsibility, on behalf of the Council for facilitation of developments in the following areas and this work is also included in the work
plan:

= Co-ordination of assurances around corporate governance and compilation of the Annual Governance Statement (AGS)
» Ensuring robust counter fraud arrangements are in place across the Council.

» Ensuring effective arrangements for the coordination and management of the whistleblowing process.

= Provision of Internal Audit services to others to ensure income generation targets are met.

2.8 The outcome of the above process is the Draft Quarter 1 Audit Plan at Appendix 1. The plan identifies the high-level area to be reviewed and the rationale
for prioritisation. Once the plan is agreed with the Audit Committee, work will commence with senior management to agree the scope and specific objectives
of each review. In addition, areas emerging that may require audit review in quarter 2 or later in the year are provided in Appendix 2. Given the complex
circumstances under which the Council continues to operate, it is anticipated that risks will continue to evolve at pace. New areas of potential review will be
added to the list at Appendix 2 as the year progresses and priorities for audit review determined and agreed with management and the Audit Committee on
a quarterly basis. This will need to consider any risks arising from the Annual Governance Statement during the current review process and any current
external assessments.

3. Q1-Resources

3.1 Internal Audit operate a working model of an in-house team supported by a Strategic Partner. The strategic partner brings greater resilience to
the team by adding additional capacity and specialist skills to support delivery of the plan when required. Recently, the team have undergone
a successful re-procurement for strategic partner services via a full competitive tender. The results of this process see’s KPMG remain as the
Internal Audit Strategic Partner going forward. As well as plan delivery, a key element of the arrangement is to facilitate the transfer of knowledge
through joint audit projects and training provision.

3.2 The Q1 plan at Appendix 1 is considered deliverable with in house team resources and the Strategic Partner support. A small amount of interim support is
being procured by the team through April 2024. This resource was required during Q4 of 2023/24 following the resignation of a group auditor in Q3

3.3 The team continues to support development of four apprentices to underpin our strategy of ‘growing our own’ skilled professionals. This approach does not
only support the Council’s wider objectives but also helps to address difficulties faced in recruiting experienced and qualified audit staff.



3.4

3.5

Resource requirements for delivery of the quarter 1 plan have been assessed and compared to resource availability after the following adjustments:

60 days - An estimate of time required to finalise 2023/24 assignments in April 2024.

28 days - A contingency of time to accommodate changing circumstances (urgent unplanned audit or counter fraud work, etc)
42 days - An allocation for internal development, team improvements and training and training for our four apprentices.

25 days - An estimate of time for delivery of work to external clients for income generation.

For each audit assignment planned, the resource required is estimated. A number of factors that occur either before or during the audit reviews can
significantly alter (in either direction) the number of days required for individual reviews. Table 1 below provides the Committee with a summary view of the
proposed coverage for 2024/25 Q1 split by audit type and providing indicative days to be spent in each area. It should be acknowledged that the number of
days per audit is no longer a significant measure in internal audit performance. What is important is ensuring that Internal Audit are focusing on the areas of
greatest risks and acting timely. As such, resource will be allocated to areas of greatest risk and assurance need.

Table 1:

Area of Work Q1 Planned Days
2024/25

Governance Systems 15
Risk Management Effectiveness 35
Financial Control Systems 75
Certifications 80
Schools Governance -
Value for Money -
Procurement and Contracts Management -
Asset Management 30
Information Governance 10
Projects and Programme Management 44
Management Action Tracking 15
Total Risk, Governance, Assurance 304
Counter Fraud
Strategic Fraud Work (incl 9
Whistleblowing)
Fraud Prevention Programme 60
Fraud Detection (incl tenancy fraud work) 100
Responsive Fraud Investigation excl 140
Tenancy (including DWP interface)
Total Fraud 309
Total Planned Coverage 613
Total Available Productive Days 613
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3.6 Quarter 1 does not prioritise work in the areas of procurement or schools. This is because a considerable programme of work in these areas is being
completed in Q3/Q4 of 2023/24. Further work will resume in these areas later in the year unless higher risks emerge. Specific value for money (VfM) work
is also not planned. The External Auditor focusses in this area but once they have reported their findings, the need for any supporting Internal Audit work
will be assessed. However, consideration of ViM is integral to all the work completed and is considered at each audit assignment as a matter of course.
Additionally, proactive fraud and irregularity work often identifies significant VM opportunities.

3.7 Full use will continue to be made of Pentana Audit for management action tracking, working jointly with management to verify updates and implementation.
Where re-audit work is required for audits concluding no or limited assurance, this is included in the internal audit plan and will include review of progress
against previously agreed actions reducing the need for a separate allocation for follow up.

4. The Audit Plan — Key Features

4.1 The Q1 plan reflects some of the highest risk areas to the Council and is designed to ensure that assurance is targeted effectively to enable provision of an
opinion on the governance, risk management and internal control framework at year end. Significantly, key focuses in Q1 include:

e Annual Governance Statement — the review process and statement drafting are required to be substantially completed in Q1 to align to the statutory
timetable for the accounts

e Grant Compliance — grant and other certification work is a key component of work for the team. Q1 and Q2 are traditionally busy times of the year for
this type of work and the number of grants to be certified continues to increase. Resource allocations have been made accordingly. Engagement with
management continues to ensure certification requirements are explored and notified timely to assist provisioning this work. In addition, an audit of grant
administration (grants receivable) has been planned to enhance controls which should ensure all money received is spent timely, records are kept and
certification requirements are met. It is anticipated the results of this review will support efficiency in the grant receiving and certification processes and
resolve the difficulties the team sometimes faces in certification of the grants eg short notice of certification requirement. Also, a review will be undertaken
in Q1 to assess the adequacy and effectiveness of arrangements for managing and monitoring grants awarded by the council.

e Verification of Management Actions — Building on work with management in 2023/24 and recognising increasing pressures on management in their
service delivery, resources will continue to be directed at gaining assurance that agreed improvement actions have been effectively implemented. In
addition, the Committee will see that a number of areas where previously limited or no assurance ratings were given by Internal Audit are included in the
Q1 plan for timely re-audit and confirmation of improvement.

e Key Change and Transformation Programmes — key programmes will continue to be supported with Internal Audit's embedded assurance
methodology which sees the team working with programme and project teams to provide real time assurances as the programmes progress. This means
governance and programme assurances are timely to enable necessary corrective actions as the project progresses. This should better support delivery
of outcomes. In addition, it is planned that each of the Council’s priority programmes will receive a full audit during 2024/25 to give fuller assurance
regarding change and transformation arrangements.



4.2

e Implementation of Continuous Audit Techniques and use of data and analytics will again be a priority throughout 2024/25. Q1 sees continuation of
this via the Fraud Hub which is a key element of fraud prevention and detection work. Audit work in Q1 will be limited to continuation of routines
established in 2023/24 with work to develop further routines planned for Q2 and onwards.

o Fraud Prevention and Fraud Risk Assessment is key to ensure managers across the Council understand the fraud risks the Council faces and reviews
how well those risks are being managed. This work was started in 2023/24 and will continue as a key theme in the early part of 2024/25.

e Whistleblowing — co-ordinating an effective response to whistleblowing reports remains a priority for the team.

e Tenancy Fraud - Proactively identifying and investigating tenancy fraud continues to be a priority for the Council. Q1 priorities in this area include
reviewing output from a targeted Cabinet Office exercise aimed at identifying quality cases for review and investigation.

e Fraud Investigation — Investigating allegations of fraud or irregularity referred to the team or concerns resulting from proactive fraud identification
exercises.

Client engagement with the audit service is key to the effective delivery of the audit plan. Client engagement models are in place to ensure that senior
management are sighted on and support delivery of Internal Audit plans with quarterly reporting to Executive Directorate Management Teams and the
Corporate Leadership Board. Expectations of management to engage early in the audit process continues as this will help to ensure scoping of each review
is understood. Where the audit process is hindered by lack of engagement, this will be escalated to senior management and the Audit Committee.

5. Plan Monitoring

5.1

Performance against completion of the annual plan will be measured and reported in Internal Audit Activity reports at most Audit Committee meetings. The
performance indicators are as set out in the Quality Assurance and Improvement Programme that was approved by the Audit Committee in November 2023.
These are:

o Delivery of Internal Audit Plan — Complete to at least draft report stage 95%

e Timeliness of issue of draft report (within 10 days from end of field work) 95%

e Timeliness of issue of final reports (within 5 days following receipt of management responses) 95%

e Level of agreed management actions implemented within agreed timeline 90%

e Stakeholder satisfaction with audit outcomes and value 90%

e Number of properties or other positive housing outcomes from Tenancy Fraud Initiative 40

e Delivery of Audit Opinion in time to inform the Annual Governance Statement (AGS) June 2024
o Delivery of AGS in line with statutory timeframe June 2024



. Follow Up and Escalation

6.1

6.2

6.3

The Audit Committee will receive all internal audit summaries with a no or limited assurance opinion and the relevant Senior Responsible Officers will attend
Audit Committee meetings to provide assurance on the implementation of agreed actions. Such audits will be subject to re-performance within 12 months
from the date the final report was issued. In addition, all agreed management actions will be subject to monitoring to obtain assurance that they have been
implemented on time.

The progress in the implementation of agreed management actions is reported to the Audit Committee and the Corporate Leadership Team (CLB) as part of
its regular activity reports. Repeated failure to implement the agreed management actions will be reported to CLB and the Audit Committee, who may call
the appropriate Senior Responsible Officer to account for the failure to correct the control environment.

It is the full responsibility of the relevant Senior Responsible Officers to implement the agreed management actions and senior management are responsible
for ensuring that there are appropriate arrangements for monitoring and reporting the progress in the implementation of agreed management actions.

. Context

7.1

7.2

7.3

7.4

7.5

The Audit Committee's Terms of Reference includes a strategic requirement to ensure that the Council’s internal control and assurance framework is
operating effectively. To enable them to do so, the Committee needs to ensure it seeks assurance that key areas that contribute to this framework are robust.
The work of Internal Audit is a key component of the assurance provided to the Committee in fulfilling this role and the Audit Committee need to ensure the
plan is focussed on the key assurances they require.

The Public Sector Internal Audit Standards guidance on the role of Audit Committees in relation to Internal Audit suggests that it should involve reviewing,
assessing and approving the Internal Audit work plan for delivery of the Audit Service.

The approach and methodologies of the delivery of internal audit within the Council are detailed in the Internal Audit Strategy that was approved by the Audit
Committee in November 2023.

The standards also include the requirement that Internal Audit must be operationally independent. The Internal Audit Charter which was reviewed and
approved by the Audit Committee in November 2023 details the arrangements in place regarding the team’s operational independence including details of
the reporting lines for the Chief Internal Auditor.

There are two areas of work that the team deal with operationally on behalf of the Council that is (i) facilitating the preparation and review of the Annual
Governance Statement (AGS) and (ii) managing the Council’'s Whistleblowing arrangements. In relation to the AGS, there are synergies between this and
audit work and they are well aligned to the assurances that Internal Audit seek to provide. The External Auditor, however, independently reviews the Annual
Governance Statement to ensure it has been prepared to properly reflect the governance activities that have operated at the Council in the year and as such



7.6

completion of this work is not felt to be an issue. In relation to Whistleblowing, an independent review is periodically commissioned to assess the effectiveness
of arrangements to manage the self-review risk.

The Internal Audit Service conforms with the requirements of the PSIAS and the arrangements for maintaining the compliance are detailed in the Quality
Assurance and Improvement Programme that was approve by the Audit Committee in November 2023.



